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Executive Summary

Artificial intelligence is slowly but surely finding its way into Pakistan. This grackignce on Al will

only pick up pace aswereachthe r st st age of #Aknowledge revol uti
20251 With huge amounts being invested in scientific research and development of Al technology in
Pakistan, we ought to expect a future where intelligent machines make decision®akistani

citizens.

Even though a lot of Al technology is still in its preliminary stages in Pakistan, the Centre for Human
Rights has prepared this mapping report to understand the looming threat posed to the right to equality
andnondiscrimination by deisions made through intelligent and ddtasen algorithmic systems. In

doing so, we have first explained what algorithmic bias is, and then mapped the following:

(a) Solutions offered to prevent algorithmic bias by intergovernmental andyax@arnmental
organisations.

(b) Use of automated decisianaking via intelligent datériven algorithms in various sectors of
Pakistan.

(ccoPakistanbds current constitutional, policy, ai

Through this report, we intend to show ha@W technology is different from the revolutionary
technologies in the past and one of its immediate risks is the manifestation-efigieg social

inequalities through technologically advanced means. In this pursuit, we recognise the immense need

for amulti stakeholder dialogue in Pakistan to acknowledge the issue concretely and come up with
solutions together as a nation. To this end, we hope to initiate a conversation in Pakistan on the need

for algorithmic fairness in design and development of Atesys for algorithmic decisiemaking in

institutions and sectors that have historically shown to not be-tighitisal. This poses a threat not only

to Sustainable Development Goalsal@l6?but al so t o Pakistands Vision
also lope that this could lead to a more comprehensive and larger discourse on how to balance the full

range of human rights with Al development through a targeted national Al strategy.

Moreover, the entire report is set in the belief that the univanstidinding framework of human rights

law offers flexibility to deal with the socieconomic challenges that may be brought about through

technol ogi cal dev el op mebligations &iaekfirss anch forénsost framntteen r i g
IMinistry of Pl anning, Devel opment and Ref or m, o0Paki
<https://www.pc.gov.pk/uploads/vision2025/Pakisk4rion-2025.pd$ accessed 8 June 2021

2Goal 10: Reduced I nequalities; Goal 16: Peace, Just

Sustai nabl e hipe:Nsegk.unmmyeordoessed 8 June 2021


https://www.pc.gov.pk/uploads/vision2025/Pakistan-Vision-2025.pdf
https://sdgs.un.org/goals

Constitution of the Islamic Republic of Pakistan 39@nd then from its international obligations under
the Universal Declaration of Human Rightsiternational Covenant on Civil & Political Rightsnd
International Covenant on Economic, Social and Cultural RigPagistan is also currently developing

a National Action Plan to give effect to the UN Guiding Principles on Business & Human Rights.
Therefore, any reference to human rights throughouteihert would mean the collectivegal rights

that are enshrined in these documents.

In the recognition that Al systems for automated decisiaking are still in the development or
commercialisation stage and are to be deployed in the neamefuve have offered targeted
recommendations with the goal that this can lead to more research and funding in this important area
that is meant to revolutionise the Pakistani life in an unprecedented manner across every socio
economic sector. We hope thrabre Pakistani research in this area can bridge the gap between the
computer science and legal community at home, and also add a Pakistani perspective to the international
discourse on this subject. Along with our aim of initiating a human Fgésed aproach to Al in
Pakistan, we also hope that this report can offer one more human rights perspective to the international
debate. This is so that the global discourse can be nudged forward from théatkidapproach to a

legal rights-based approach, kast to the extent of the issues raised by algorithmic bias.

3 The Constittion of the Islamic Republic of Pakistan 1973t0://www.pakistani.org/pakistan/constitutien/
46Univer sal Decl arati on of Hitpsn/aww.urRdragdehvabsuts/univerggh i t e d
declarationof-humanrights> accessed 8 June 2021.

5 60 OHCHR | I nternational Covenant on Civi

<https://www.ohchr.org/en/professionalinterest/pages/ccprragecessed 8 June 2021

N

5 O6OHCHR | I nternational Covenant on Economic,

<https://www.ohchr.org/en/professionalinterest/pages/cescrammpessed 8 June 2021

Apart from the International Bill of Rights, Pakistan is also party to four other key international human rights
conventions, namely, UNCAT, CEDKA, CERD, CRC, and CRPD. For mor e
international human rights obligations, sebttgs://www.pc.gov.pk/uploads/report/Domestic pdf

"TRSI L, O6Devel AAgitrig na PNatni droal Busi ne sRese&rchtbacimtgof Ri ght s

International Law | RSI<https://rsilpak.org/project/developirmnationatactionplan-for-businesshuman
rightsin-pakistan® accessed 8 June 2021



http://www.pakistani.org/pakistan/constitution/
https://www.un.org/en/about-us/universal-declaration-of-human-rights
https://www.un.org/en/about-us/universal-declaration-of-human-rights
https://www.ohchr.org/en/professionalinterest/pages/ccpr.aspx
https://www.ohchr.org/en/professionalinterest/pages/cescr.aspx
https://www.pc.gov.pk/uploads/report/Domestic.pdf
https://rsilpak.org/project/developing-a-national-action-plan-for-business-human-rights-in-pakistan/
https://rsilpak.org/project/developing-a-national-action-plan-for-business-human-rights-in-pakistan/
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Background & Context

In 2018, Pakistan updated its Digital Policy where it officially expressed its intention to embrace new
technologies including Artificialntelligence® Robotic$ and Internet of Thing®,among others! The
underlying rationale of this Policy is to”achiev
In order to bring about sustainable digital transformation in the Pakistaigty across all socio
economic sectors, the Digital Vision aims to make the youth (which makes up about 60% of the
Pakistani population &#25million) more techHliterate and prepare them to be market ready. Just as any
ot her count r vy Visioh& klso sitnetd at framsfdbning Pakistan into a reliable competitor
and service provider internationally. To achieve this, Pakistan has established 9 laboratories in top
universities of engineering and technology under a grant of Rs. 1.1 bn towameg@arch in the areas

of Artificial Intelligence (Al), Robotics, andnternet of Things (I0T}2 There is also a Presidential
Initiative for Artificial Intelligence & Computing which aims to revolutionise education, research, and
business by adoptingeHatest technologie¢d Pakistan is also investing in building the right ecosystem

for adoption of new technologies through stgstincubators and accelerators and by promoting the
activities of existing teciirms so as to put in place foundational factors to enable technalogi

advancemertt

Although technologies such as Al, 1oT and Robotics are quite promising and offer a number of
opportunities which will enable both economic development and human rights, such as right to
education, right to health, among others. Howe&kalso carries risks which may violate human rights
whilst simultaneously enabling them, and a unique challenge is now posed to the right to agdality
non-discrimination. In fact, the risks of Al carry the potential to violate the full range of hugais ri
guaranteed both under international and domestic ¥aWhis paradox has led to an international

8 A disciplinedevoted to the development of systems that demonstrate Hikaamtelligence.

® An interdisciplinary field of study which integrates computer science and engineering.

10 A giant network ofphysical objects that are connected to and exchange datdewittes and systems over the

internet. Examples include smart watches, smart home appliances, among others.

IMOI TT, o6Digital Pakistan Pol i BDISAL PMISTANsSROLIZY(Z2f | T &
05-2018).pd# accessed 8 June 2021

21n its Vision 2025, Pakistan has recognised that, in comparison to its neighbours, it lags behind when it comes

to technological advancementenoThefefsrep embr akhnowlt
to utilise knowledge as a major asset for future development.
B Fakhar Durrani, 6Govt Al l ocates Rs1.1 Billion

<https://www.thenews.com.pk/print/3061-8§0vt-allocatesrs1-1-billion-for-artificial-intelligenceprojects
accessed 8 June 2021
146 PI A ht®H//www.piaic.org# accessed 8 June 2021

 Digital Pakistan, 6Top Startup | pdDulgattarl s Parkd s tA
<https://digitalpakistan.pk/blog/tegtartupincubatorsand-acceleratorsn-pakistan® accessed 8 June 2021
¥Lorna McGregor and others, O0The Universal Decl arati o

HeartoftheDes i g n, Devel opment and Depl oWHRBDm 20 Decembarr2@18)f i ci al
<https://www.hrbdt.ac.uk/thaniversaldeclarationrof-humanrights-at-70-puttingchumanrights-atthe-heartof-
the-designdevelopmenrtinddeploymeniof-artificial-intelligence? accessed 8 June 2021



http://moib.gov.pk/Downloads/Policy/DIGITAL_PAKISTAN_POLICY(22-05-2018).pdf
http://moib.gov.pk/Downloads/Policy/DIGITAL_PAKISTAN_POLICY(22-05-2018).pdf
https://www.thenews.com.pk/print/306187-govt-allocates-rs1-1-billion-for-artificial-intelligence-projects
https://www.piaic.org/
https://digitalpakistan.pk/blog/top-startup-incubators-and-accelerators-in-pakistan/
https://www.hrbdt.ac.uk/the-universal-declaration-of-human-rights-at-70-putting-human-rights-at-the-heart-of-the-design-development-and-deployment-of-artificial-intelligence/
https://www.hrbdt.ac.uk/the-universal-declaration-of-human-rights-at-70-putting-human-rights-at-the-heart-of-the-design-development-and-deployment-of-artificial-intelligence/

discourse on the development of technology whidhuistworthy ethical andresponsibleso that the

risks of Al technology are minimised and its benefits are maximised. Such an approach also leads to
careful and gradual changes, instead of abrupt ones across aksog@nic sectors as we undergo a
revolution. This discourse has becomehihjgsophisticated of late in the developed nations such as the

EU and the UK where it is no longer a debate about the risks of Al, but a robust discussion of its
implications and mitigation strategies at the policy and legal level. Unfortunately, tlosdishas not

fully reached Pakistan yet, and this is also ref

on the opportunities of technology and pays little attention to minimising itstfisks.

Through this report, we adopt a lég@hts-based approach and hope to initiate the conversation on
Responsible & Trustworthy Al in Pakistan which can lead to a larger multi stakeholder effort to balance
out the opportunities of Al with the human rights risks it imposes. The risks of Aluanerous, and
include, among others, increased surveillance, issues of privacy and data confidentiality, personal
profiling, digital security, unequal access to Al technology, and threat to democracy. Acknowledging
the vast array of existing, recognizedttors that can create more responsible and trustworthy Al, this
report is solely focused on one of these factors and its offstadgtsithmic fairness This is because
algorithmicunfairnessmposes a real and immediate risk to the right to equality andisorimination.

As Pakistan is only just beginning its digital transition and slowly embracing the ongoing technological
revolution, we have a window of opportunity to build a future that promotes the common good, human
rights and also averthe dangers of technology bothofm the outset and as it evolves. Sole focus on

the opportunities of Al and total ignorance of the risks it presents is a threat to constitutional freedoms.
It is also an impediment to Pakistan's ultimate goal of becoming a reliable technology competitor
internationally, as technologically advanced countries such as those paiGodtipeof Twenty G20),

EU, OECD, are all focusing on responsible and trustworthy technoltgyefore, the need to develop

an Al strategy which focuses on minimising the riskso longer optional, but obligatory.

17 Digital Pakistan Policy @18 only addresses the lack of female participation, risks of unequal distribution, and
lack of accessibility to disabled persons. For more information, see Policy Objectives IV, VIII and XI.
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Methodology & Scope of the Report

With rapid advancement in computing power in recent years, humans are continuously unleashing the
potential of technology to tap into innovative areas. Weirgedligent technology all around us; we

carry it in our pockets, we wear it on our wrists, it helps us write emails, and is now even diagnosing
our diseases. The era of artificial intelligence is the Fourth Industrial Revoltitidrich in Pakistan,

at long last, is upon us.

The scope of the report is limited to the use of Al (which could include any Al technique) in social
institutions of Pakistan where human decisioaking is transitioning into intelligent automated
decisionmaking, such as in thew enforcement or the health sector. The report recognizes that
different types of Al techniques may be used in different institutions depending on the type of task the
Al has to perform in the particular context of automated decisiaking that it has ke deployed for.

Given the limited information available on deployment and use of Al in Pakistan, this report focuses on
the social and legal institutions in Pakistan that use automated deuiskimg to understand the

immediate and potential risk to thight to equality and nediscrimination.

Methodology:

This report relies primarily on qualitative data comprising both primary and secondary data sources. A
detailed desk review of existing literature relevant to artificial intelligeswegifically ethics and bias

was conducted. This included a review of available and accessible Al related policies, plans and
legislative frameworks in Pakistan. Furthermore, addpth review of international literature was also

conducted to identify bépractices and better understand the Al and ethics framework.

In addition to the desk review, sestructured interviews were conducted with international experts,
relevant government and ngovernmental stakeholders in Pakistan. The key stakeholéeviews

(KSls) were conducted online with as many stakeholders as accessible in the time frame of the project.
The aim of the KSls was to get a detailed perspective on (i) the use of Al in Pakistan in practice and (ii)
the debate on ethics and Al at thelgl level. The table below lists the stakeholders that were

interviewed for this report.

BKl aus Schwab, o6The Fourth Isndansd rHaaw ReldBdomo ohoé (Wh
Forum) <https://www.weforum.org/agenda/2016/01 Afoeirth-industriatrevolutionwhatit-meansandhow-to-

respond# accessed 8 June 2021

Po6President Urges Youth to Pr étpa/trieund.com.pk/Broi832946/1 | ndust r
presidenturgesyouth-preparefourthrindustriatrevolutior> accessed 8 June 2021



https://www.weforum.org/agenda/2016/01/the-fourth-industrial-revolution-what-it-means-and-how-to-respond/
https://www.weforum.org/agenda/2016/01/the-fourth-industrial-revolution-what-it-means-and-how-to-respond/
https://tribune.com.pk/story/1892948/1-president-urges-youth-prepare-fourth-industrial-revolution
https://tribune.com.pk/story/1892948/1-president-urges-youth-prepare-fourth-industrial-revolution

Private company /

MeVitae International expert

Medical Imaging & Diagnostics
Lab, National Center of Government Initiative 1
Artificial Intelligence(NCAI)

Deep Learning Lab, National

Center of Artificial Intelligence Government Initiative 1
(NCAI)
Intelligent Criminology Lab,
National Center of Artificial Governmentnitiative 1
Intelligence(NCAI)
Cecil Abungu International expert 1
Limitations:
The data collection relied on the stakehol der 6s

their work on Al. In addition to this, some stakeholders were not alplartwipate in the KSls due to
unavailability. The report focuses only on technologies that have either already been deployed or are
planning to be deployed in the near future. We also acknowledge that the development, deployment,
and use of Al is still ints infant stages globally, and in Pakistan especially so, but it must be noted that

a number of research institutes have been established in different universities of Pakistan with numerous
research projects that are underway for commercialisétidherefore, a lot of innovation in Al is

expected in the near future.

20 Supra note 13.
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Understanding Artificial Intelligence

AArtificial o is a f ai r Ipgopleoftenjpd aopyof samdthingnatarali ng A m
[emphasi $filanideldl] . @encedo is more complex to defi
understand what it means for us to be intelligent, to understand how we think or to make this a bit more

wo n d r bow a merefihandful of matter can perceive, understand, predittynamipulate a world

far larger and more complicated than itselbPhilosophicakndeavourand continuous advancements

in scientific inquiry have helped us better understand our cognitive abilities and behaviour, enabling us

to create computers that et humanlike intelligence. As a starting point then, the field of artificial
intelligence is simply a study gfeoplecreating systems that arecapy of the naturally occurring

human intelligence.

Moving beyond our simple understanding of artifiegraklligence, it is useful to point out that there is

no single agreedpon definition of artificial intelligencé just as there is no single agregobn
definition of human intelligence, which only goes on to reflect the complexity of the notion of
intelligence itself (an inquiry beyond the scope of this report). One reason why Al has no universal
definition is becauseith rapidly evolving technology, a technique that constitutes artificial intelligence
today may not do so tomorrow as the technique besamore commonrhis is known as the odd
paradox; new innovations in technology soon become repetitive and routine, and the computer scientists
go on to find new computerised solutions which are more impressive and worthy of being labelled as
Al 2

Regadless of what is or is not Al, what we are certain of is that the scientific discipline of Al is an
attempt to replicate in computers what we humans consider to be our most important and identifying
propertyd our intelligence? It is best understood as ambrella term that uses various techniques to
automate the thinking abilities of human beings and enables computers to perform intelligent tasks. This
view is captured by a helpful definition provided by Frank Chen which categorises Al capabilities into
the following: logical reasoning (eg: playing chess or diagnosing diseases), knowledge representation

(this is done by using programming languages through which computers understand and interact with

2 6ARTI FI CI AL | Meaning in t he Cambri dge
<https://dictionary.cambridge.org/dictionary/english/artifizialccessed 21 June 2021.
2peter Norvig and Stuart Russell, O0Artificial Intelli

23 National Science and Technology Council: Committee on Technology, 'Preparing for the Future of Atrtificial
Intelligence’ (page 6, Washington D.C. Executive Office of the President, October 2@p8)/fcra.org/ccc/wyp
content/uploads/sites/2/2016/11/NSTC_preparing_for_the future_of >aapdéssed 21 June 2021

“Pamela McCorduck, oOMachines Who Thi ndspectsfof Aptificials onal i
I ntelligenced, (2nd end, AK Peters I td., 2004).

% |bid.
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https://dictionary.cambridge.org/dictionary/english/artificial
https://cra.org/ccc/wp-content/uploads/sites/2/2016/11/NSTC_preparing_for_the_future_of_ai.pdf
https://cra.org/ccc/wp-content/uploads/sites/2/2016/11/NSTC_preparing_for_the_future_of_ai.pdf

the real world), planning and navigation (eg: skl¥ing cars), natural language processing (eg: Siri),
and perception (eg: image analysfs).

A more recent definition comes from The Hiblvel Expert Group set up by the European Commission
(EC)which currently recommends the use of the followdieginition of Al:?

fArtificial intelligence (Al) systems are software (and possibly also hardware) systems designed by
humans that, given a complex goal, act in the physical or digital dimension by perceiving their
environment through data acquisitiomterpreting the collected structured or unstructured data,
reasoning on the knowledge, or processing the information, derived from this data and deciding the
best action(s) to take to achieve the given goal. Al systems can either use symbolic rulesar lea
numeric model, and they can also adapt their behaviour by analysing how the environment is affected

by their previous actions.

As a scientific discipline, Al includes several approaches and techniques, such as machine learning (of
which deep learning@nd reinforcement learning are specific examples), machine reasoning (which
includes planning, scheduling, knowledge representation and reasoning, search, and optimization), and
robotics (which includes control, perceptisensors and actuators, as wall the integration of all

other techniques into cybgphysical systems).

Therefore, artificial intelligence is a vast scientific disciplfnef developing artificially intelligent
systems by teaching these systems techniques which are also artificially intelligent. Although there are
difficulties in defining Al, recently there is general consensus among global stakeholders to define Al

for legal certainty and regulation aftificial intelligence systen®

% 6AI, Deep Learning, and Mac-hiAmar elesa®emi nglor oAvi
<https://al6z.com/2016/06}ardeeplearningmachines/ accessed 21 June 2021. Please note, the examples

were modified by the author of the report.

A similar, but more elaborated definition is provided by a popular Computer Science textbook which divides
artificial intelligence into the following categories: (1) systems that think like humans (e.g., cognitive architectures

and neural networks); (2) systems that act like humans (e.g., pass the Turing test via natural language processing;
knowledge representation, automated reasqoramgl learning), (3) systems that think rationally (e.g., logic

solvers, inference, and optimization); and (4) systems that act rationally (e.g., intelligent software agents and
embodied robots that achieve goals via perception, planning, reasoninghdeammnmunicating, decisien

making, and acting).

I ndependent High Level Expert Group on Artificial |1
Di sciplinesé, (page 6, European Commi ssion, April 201
28 bid.

PEuropean Commifera REGULATION OFTpiB BUROPEAN PARLIAMENT AND OF THE

COUNCIL LAYING DOWN HARMONISED RULES ON ARTIFICIAL INTELLIGENCE (ARTIFICIAL

| NTELLI GENCE ACT) AND AMENDI NG CERTAI N UNI ON LEGI SLAT
<https://eutlex.europa.eu/resource.html?uri=cellar:e0649@33211eb 9585
0laa75ed71a1.0001.02/DOC_1&format=PDF accessed 6 July 2021. egkee al so

12



https://a16z.com/2016/06/10/ai-deep-learning-machines/
https://eur-lex.europa.eu/resource.html?uri=cellar:e0649735-a372-11eb-9585-01aa75ed71a1.0001.02/DOC_1&format=PDF
https://eur-lex.europa.eu/resource.html?uri=cellar:e0649735-a372-11eb-9585-01aa75ed71a1.0001.02/DOC_1&format=PDF

Common Al techniques and their mechanics

A fastgrowing domain of Al which has led to major technological advancements in recent times is
machinelearning Thi s statistical process runs on al gori
their performance over time on the tasks they perf8Simply put, the process starts with a set of data

and attempts to map out or derive a procedure on its own that can explain the data or predict future
data®! This mapping is thenodelwhich learns from data? In this technique of Al, the intelligeroof

the machine is in the fact that it is not explicpisogrammedo categorise the patterns in the data in a

certain way; it simply does so by figuring out the structure of the data®itself.

Machine Learning
Process

Improve

Deployed
Environment

‘

Machine
Input Data Learning [——»
Collect Data Train Algorithm Evaluate

and
deploy

Practically, programmers begin with a set of data which is dividedrimitung dataandtest data A

model is then derived, often from millions of data points, which is a mathematical structure that
categorises a range of possible decisitaking rules* The model also has adjustable parameters, and

an objective function is defined by the programmer to evaluate the desirability of an output based on
the adjusted parametéfsAfter the completion of the training of the model, the accuracy and
effectivenas of its performance is tested on the test data, i.e. data that the model has not been exposed
to before.The aim here is to generalise the model so that its performance is accurate even in cases it
has not seen befof& The model is then deployed in igpplicative environment, and the machine

learning algorithm is continuously improved based on what it learns in its deployed environment.

Definition of Al 6, (September 4, 2019) ,
<https://papers.ssrn.com/sol3/papers.cfm?abstract id=345z&82ssed 6 July 2021.
®Harry Surdenni 0dMaahdneawéa¢ Soci al Science Research |

ID 2417415 4ttps://papers.ssrn.com/abstract=24121a8cessed 21 June 2021.

31 Supra note 23.

2 Lindsey Ander sen, 6 Human Rights i n t he Age of
<https://www.accessnow.org/cms/assets/uploads/2018/EhdHumanRights.pd$ accessed 21 June 2021

33 It must be noted, however, that this depends on whethemtuel was trained through supervised or
unsupervised learning.

34 Supra note 23.

35 1bid.

36 |bid.
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A subfield of machine learning which has gained prominence in the last decade due to availability of

big datd’ isdeep learningvhi ch uses structures called fAneur al
the human braiff and has been very successful in recognising intricate and complex structures and
patterns in large datasets. The learning is done through anari@aral network to analyse data. This

net work consi sts ofmodekegaterr edtonsfuni t so which are

Input Layer Deep learning process

Output Layer

The | earning procedure is referred to as fAdeepod
within the datd? In image recognition, for instance, the first layer of units may combine raw data of

the image to recognise basic patterns of the image; the second layer of units may combine the results of
the first layer to recognise patteropatterns; the third layenay combine results of the second l&yer

and the process goes on till the image is identified. Accuracy increases when the algorithm is fed with
more data; to be able to recognise a particular celebrity with better accuracy, for example, the algorithm

would need images of the celebrity from different angles, in different hairstylés, etc.

37 Datasets that are too large and complex to be processed through traditional data processing methods.

38 KSI with Deep Learning Lab, NCAL.

3% Supra note 23.

““Richa Grover, -ODeeypi elve,arRi agt i cal Exampl es, Popul al
<https://www.analyticssteps.com/blodeéplearningoverviewpracticatexamplespopularalgorithms

accessed 21 June 2021

41 Supra note 23.

42 KSI with Intelligent Criminology Lab, NCAI.
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The Hidden side of Atrtificial Intelligence; Algorithmic Bias

The human brain is not only intelligent, it is also biased. In an attempt to emaoda intelligence,

we are also encoding human biases in machines, leading to what is known as algorithmic bias. To see
this in practise, type fAgreatest | eaders of all
find a list of prominent persatfities which are overwhelmingly mai@Now tr ansl at e @[St
scientist. He is a nurse. o from English to Turk
and watch it change t o 0% &hesesre basicsexamplebgendert . She
stereotypes and biases that exist in our world which are being reinforced through algorithms in the
virtual world. However, algorithmic bias is not limited to gender, but has also been observed along

other protected characteristics, such as fasecioeconomic stati#$,and freedom of expressidh.

Such biases exist not only in online searches, translations and recommendations, but are also present in

what is known as automated decisioaking.

Automatedor algorithmic decisionmaking (the repd uses both terms interchangeably) is when
decisions are made about people by machines without active human involvement. Although it may seem
that automating the decisianaking process leads to more efficiency and less prejudice, recent global
event$® have shown that reducing decisioraking to algorithms cannot fully encapsulate the
complexities of human societies, values, and morals. There is hard evidence which demonstrates that
automated decisiemaking can result in outcomes that are not only biasatibiased in amnfair

manner, thugotentiallyconstituting discrimination at laf.

While algorithmic decisiommaking by way of Al is undoubtedly beneficial in terms of speed, efficiency
and accuracy, there is a common misconception that algoridutasnatically result in unbiased

outcomes and reduce human errors. The misconception exists because algorithms take in apparently

B o6Artificial Intelligence: E x GNEPAQe s2  Juyf 2028)t hi c al
<https://en.unesco.org/artificightelligence/ethics/casesaccessed 21 June 2021

“Turkish is a genderless |l anguage and t hishpomoums pr ono|
Afhed fished and Aito. On the other hand, English is | a
For more information, see: Ramazan G°-t¢ and Muzaffer
Languages in Terms o6r ammat i cal |, Semantic and Pr agSodatand Level

Behavioral Sciences 2821#tps://doi.org/10.1016/].sbspro.2014.12.889

“6Predictive PoliciRigskPos®lsi nDkitheachukirdiaklVibrSesteiine( 2019)
<http://www.theguardian.com/ukews/2019/sep/16/predictimlicing-posesdiscriminationrisk-thinktank

warns> accessed 21 June 2021.

46 Ibid.

% Thomson Reuters Foundati on, 6l nstagr am, Twitter E
(DAWN.COM 11 May 2021) «ttps?//www.dawn.com/news/162338%accessed 21 June 2021.

¥Jeffrey Dastin, 0Amazon Scraps Secret AReutBrgldr ui ting
October 2018) kttps://www.reuters.com/articleAsnazorcomjobsautomationinsightidUSKCN1MK08G>

accessed 21 June 2021. See also: Supra note 45 and Supra note 47.

49 bid.
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objective points of reference (inputs) and provide standard outcomes, but these inputs and outputs
themselves can be probleriea® The inputs (such as data) cannot always be objective if prior
judgements have been made about those inpghen this happens, regardless of how well
intentioned the Al solution is, the machine learns the human biases that we thought it would avoid.

The link between human bias and algorithmic bias

The human brain is a system of neuronsclwhielps us to communicate with each other and interact
with our environments, constantly gathering information from the large variety of our life experiences
and interactions. The stimuli in our brain respond to the information we are gathering evexgdiay,
process them. Whilst this natural process enables our cognitive abilities, this is also the process which

shapes our cognitive bias®s.

Cognitive biases are an umbrella of biases that take our past and present experiences and stimuli,
categorise thm, and make judgements on these experiences over the years. This umbrella of biases can
be further categorised intmnsciousandunconscioudiases. The former is something we are actively
aware of, and the latter exists without our awareness; the bjasanbe intentional, but the bias is still

there, and we do not even know it! Even though our biases are shaped naturally, they cdeaiso be
through our continuous social interactions. However, biases can never fully be eliminated, and can only
be reduced. Therefore, as time passes, our cognitive biases may change, mitigate, or even evolve based
on the new information that the brain gathers, and the different judgments it makes about that

information®3

Cognisance of conscious and unconscious bidsevery crucial especially when we are making
decisions that impact other human betdmcause historical experiences have shown that human
biases may lead to outcomes that are unfair and discriminatory. As human deeikiog is gradually

being rephced by automated decistamaking, there is a risk of pexisting human biases creeping into

the algorithm and potentially exacerbating discrimination. This is because the decisions and choices
that our brains have made are now reflected in big°datal as discussed, these decisions and choices

may very well be wrapped in our biased judgements.

% Robyn Capl an and ot her s, 60Al gorithmic ®tAccount a
<https://datasociety.net/wpontent/uploads/2019/09/DandS_Algorithmic_Accountabilityzpdf

S1KSI with MeVitae.

52 1bid.

53 1bid.

54 1bid.

%5 1bid.
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How biases become part of the intelligent datdriven algorithms

Algorithmic bias does not happen through a random chance or mactiormy. It is a systematic
error which occurs due to an inaccuracy in the algorithm itsetfie algorithmsystematicallyi.e.
repeatedlymisses out certain groups of people more than othdtrss the human or institutional bias
which is coded into the algorithm due to biased data or biased parameters of the algorithmic model. In
automated decisiemaking, it ends up impacting some people or groups of people more than others,
potentially resuing in unfairness, discrimination, and inequality because the algorithms learn by
looking at the world as it is and not what it ought to be. Therefore, biases in intelligent algorithmic
decisionmaking are a reflection of the existence of human biasekeioverall decisionmaking
processes across all institutions and organisatiofise challenge we now face against fairness is not
new, but it is being renewed as we make technological advancements. It is@d pgeblem of
discrimination and inequaji which is manifesting itself again through newer and more efficient means

which are making it more challenging to deal with an existing issue.

A good example of a discriminatory outcome is No
predicts theisk of recidivism®® A landmark research by ProPublica discovered that the algorithms in

the USA which predicted the reoffending rates were discriminating on the basis $firaees reported

thatblack defendants who had not recidivated over ayteaw period were nearly twice as likely to be
misclassified as higher risk compared to their white counterf@isthe other hand, white defendants

who had reoffended within the next two years were mistakdahgelledlow risk almost twice as often

as bhck reoffenders®? Therefore, Al risks violating (and in some cases has arguably already vitlated)

the legal right to equalitgndnon-discrimination.

% Luke Jew, 6Al gor it hmiRBias fBe a diring E withih a youre dANS  (
<https://www.mevitae.com/resourt¥ogs/algorithmiebiasexplained accessed 21 June 202

5TKSI with MeVitae.

8Centre for Data Ethics and Innovation, OReview into
2020) <https://www.gov.uk/government/publications/cgheiblishesreview-into-biasin-algorithmicdecision

making> accessed 21 June 2021

59 This term refers to the tendency of a criminal to reoffend.

60 Jef f Lar son and ot her s, 6How Wevi Amal Argdrithi
(ProPublicg<https://www.propublica.org/article/howe-analyzedthe-compasrecidivism

algorithm?t&ken=nD X136 _tDmOnh114XtvOLbp]Y BSO3» accessed 21 June 202. A similar example of racial

profiling via algorithms is the increased use of predictive policing. However, the risk of discrimnation is not only

against race, but also sexual preferenceand@e.S O Pr edi cti ve Policing Poses Di
Wa r n thé Guérdian 2019) <http://www.theguardian.com/dikews/2019/sep/16/predicthmolicing-poses
discriminationrisk-thinktankwarns> accessed 21 June 202

61 45% v 23%.

62 48% vs. 28%.

63 Supra note 48.
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Bias can enter the algorithm in various ways. Listed below are somexhanstive ways thdiases

become parof thealgorithm:

(a) Bias at the Data or Input level

0

[@]3

O«

Historical data: It is possible that the data the model is built, trained, tested and
operated on could introduce bias if the data represents previously made human
decisions which are wrapped up in historical or societal inequélities.

Data selection bias This occurs when data is not representative of the target
population. For example, by over or under recording of particular groups, the algorithm
may be less atrate for some people or provide a skewed picture of particular dgfoups.

Incomplete or outdated data If data is insufficient or if the data no longer reflects
current realities, then decisions of the algorithm may very well be inacéifatis. is

why ethics guidelines such as those by the European Commission or the Montreal
Declaration recommend that algorithmic models have to be continually updated with

new and more accurate data.

(b) System Design

Biases can also be introduced by the hudesigners of thartificial intelligence systemA(S).

This is not to say human designers carry malintent. As discussed in the previous section, the

nature of the human brain is such that biases are inevitable, even in the mastewedned

people. Bia through system design can occur in two ways:

The bias can exist in the algorithm itsElff a human being has built the algorithmic
model, but the model is not a wetlotivated one, i.e. it is not based on insights of our
natural worlc® then it maybe the case that biases of the programmer are coded into
the algorithm. For example, if the algorithm has to decide whether or not to give a loan,
it is possible that it may contain a gender bias if it bumps up scores for men by a higher

amount than for wmen®® This is an intrinsic bias in the model itself, and may even be

54 Supra note 58.

5 Ibid.

56 Supra note 32.
57 Supra note 56.

%8 |bid.

69 KSI with MeVitae.

19



easy to spot. However, moddisilt through machine learning or deep learning are far
more complex which make it more difficult to spot intrinsic biases in the niddel.

2. Biases camlso enter the algorithm through the variables that the human designers have
prioritised for the AIS to optimise on and factor in while making decisibtfsan
obvious variable or parameter, such as gender, leads to a decision which is biased in an
unfair manner, it may be discriminatory. At law, this is better understoatirest
discrimination Discriminatory results or biased decisions may also be made as a result
of proxies. With increased use of technological devices and the internet, data geflectin
peopl eds behaviour s, choices, activities,
Globally, as people leave behind traces of their lives in the form of data, what has
become available is fbi g”?THeseta pattesnis fatah i s f
which exist within a singl éFgexanspe,rees dat a
if a variable which is known to cause unfair outcomes, such as race, is eliminated, the
algorithm may still give a racially biased result through common proaiesi€e such
as income, education, or pastde’*As a r e sinevitably seéking dutgproxies
for directly predictive characteristics when data on these characteristics is not made
available to the Al due to legal prohibition®.In legal parlane, this is better known

asindirect discrimination

(c) Human Oversight

A recurrent recommendation in various Al ethics guidelines across the globe is that human
oversight be exercised throughout the lifecycle ofAl#& so that humans remain in control of

the technology including in the determination of the final outcome, especially in situations
where algorithms cannot apply human judgement in unfamiliar situdfidtswever, in a
recent report the Centre for Data Ethics & Innovation has cautioned that there is a risk of bias

re-entering the decisiemaking process depending on how humans interpret and apply their

0 1bid.

“Fillipo A. Raso and others, OArtificial I ntelligenc:¢
Research Network 2018) SSRN Scholarly Paper ID 325934dps://papers.ssrn.com/abstract=325%344

accessed 21 June 2021.

”?Betsy Anne Williams and others, 6 Hrbey Ladkt @halleriggsh ms Di
Solutions, and Policy Implicationsdé (2018) 8 Journal
1bid.

“Cat hy Owadpens df MathDestruction: How Big Data Increases Inequality and Threatens Dendogcracy

(Penguin Books 2016). See also: Suprter82.

“Anya E.R. Prince and Daniel Schwarcz, 6Proxy Discrin
D a t(2020) 105 lowa L. Rev. 125%https://ilr.law.uiowa.edu/print/volum&05-issue3/proxy-discrimination
in-the-ageof-artificial-intelligenceandbig-data®

6 Supra note 58.
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own conscious or unconscious biases to the final mac¢6Therefore, whilst ensuring that Al
technology remains in human control, it is necessary that there is diversity and inclusivity in
the teams involved in system design, development, and deployment of Al so that unfair human
biases can be mitigated msich as possible.

Rights-basedissues emerging from technology

Intelligent algorithms have raised some issues that carry legal ramifications. In this part, we highlight

both the technology and legal issues to show the precise gap which exists between the two disciplines,

and stress on the need to bridge this gap aothie development of intelligent automated systems can

be promoted in a right®especting manner.

(a) The Technology Issue

Some of the core issues that intelligent algorithms raise boil down to lack of transparency,
explainability, and traceability. Evendtigh these are the same issues that we face with human
decisionmaking, the added danger is that fewer individuals are aware of how the decisions are
being madé®Barocas and Nissenbaum have discussed this as the transparency box f3roblem.
As machine learning is based on large datasets, it is not entirely transparent, even to the creators
of the machine, what data was used by the machine to reach a particular decision. This goes
handin-hand wi t h P dbox¥Whild teednput andheroatputs are known, what the
algorithm does inside the opaque bk remains a mystefy.Therefore, tracing how and

why a decision was made and on the basis of what data is problematic with Al algorithms which
create the models based on complex stta which are not fully understood by human
beings®?All of this makes it difficult to explain or pinpoint why an algorithm resulted in a
potentially discriminatory outcome. Opening up the opaque Hlazkand dissecting the
algorithm is also met with pbbems of intellectual property. This then creates a proprietary
black box®

7 bid.

78 KSI with MeVitae
®Solon Barocas and Helen Nissenbaum, &Bi BrivabyaBiga6s End
Data, and the Public Good Frameworks for Engageni€ambridge University Press, 2014)
Frank Pasquale 606The Bl ack Bo x Soci etyd, (Harvard
<https://www.hup.harvard.edu/catalphp?isbn=978067497084 7accessed 21 June 2021

80

834The Time Has Come for | nter nat ii AmrgervievRvetgAntdrast i on on
Murray-Op i ni o htth:iopiniguéis.org/2020/11/25/theme-hascomefor-internationalrequlationon-
artificial-intelligencearrinterview-with-andrewmurray® accessed 21 June 2021

82 Supra note 32.
8 Megan Stevenson, 0 Asrste ssiinng AcRiisokn 6 ,As s(eMsisnnmee s ot a
<https://www.minnesotalawreview.org/wgontent/uploads/2019/01/13Stevenson_MLR>pcHccess 21 June

2021
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As a result, the precise mechanics of the algorithm remain hidden, and mitigating unfair bias
becomes increasingly difficult. However, if bias is not eliminated from the algariind if

this bias is potentially discriminatory in nature, then discrimination will take place at a much
larger scale in comparison to human decigimaking; despite criticisms that human decision
making is more problematic than algorithmic decision in@k Al algorithms carry the
fipotential to discriminate more consistently, systematically, and at a larger scale than
traditional nondigital discriminatory practises®®This is because Al may not only replicate
existing biases, but can also signifidgricale discrimination and discriminate in unforeseen
ways® Where human decisiemaking is limited to fewer factors and decisions, decision
making through digital means is more consistent and applies to a larger number of people in a
more systematic wags it is based on large amounts of datasets representing hundreds of
different factors, thus leading to a situation where discrimination can potentially be more

widespread’

Therefore, owing to the sophistication and scale of the Al technology, tHendekhat this
technology raises is a little different from the challenge we confronted with other revolutionary
technologies. The core difference between the Al technology and technologies that have come
before, such as radio or television, is one obaomy; we are giving up our autonomy for
something we do not fully understaffdPrevious lifechanging technologies were easily
understood by both the creators and the beneficiaries of the technology, whereas Al is complex
even for its creator®.

(b) The Legal Issue

As is clear from the technology issue, intelligent algorithms can be unexplainable by the
creators and are hidden from the people about whom the algorithms make decisions. With these
issues left unaddressed, we may find ourselves in a scenbére witizens will find it

increasingly difficult to question or protest against something that is hidden and Al developers

4 Alex P. Mi |l |l eBri,ased Whetci ieess? Use Algorithmso,
<https://hbr.org/208/07/wantlessbiaseddecisionsuse

algorithms?utm_source=linkedin&utm medium=social&utm campaigr=hbcessed 21 June 2021

(H

8% Natalia Criado and Jose M Such, 6Digital Di s
<https://oxford.universitypressscholarship.com/view/10.1093/0s0/9780198838494.001.0001/0s0

9780198838494 hapterd> accessed 21 June 2021. See algwil Abungu, 'Algoithmic DecisionMaking and
Discrimination in Developing Countries', forthcoming (2022) 13 Case Western Reserve Journal of Law,
Technology & the Internet, p. 9.

%)Jessica Fjeld and others, O6Principl ed ndRightsBfased i a |
Approaches to Principles for AI 6 (Social Science Res
<https://papers.ssrn.com/abstract=351848@cessed 21 June 2021

87 KSI with Cecil Abungu.
88 Supra note 81.

8 |bid.
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may not be able to justify evaluating people on the basis of algorithms that they themselves
cannot provide concrete explanations%oThis raises a unique challenge for the rule of law

and implementation of constitutional freedoms becausedaiimination law, as it currently

stands in most parts of the world, places the burden on the claimant to prover¢tation

between theprotected characteristic and the alleged discriminatory cofftlidst.such, the
combined issues of opacity, lack of explainability, and intellectual property not only make it
difficult for litigants to detect that they have been discriminated against, but also to go to court
and prove how the algorithmic decisiorakingprocess was discriminatory against th&ihe

problem of detection of discrimination is further amplified by the fact that the disciplines of Al
and data science are not just about the individual, but about the huge datasets which represent

manyindividuals®?

In addition to this, specific legal challenges exist in the country context, such as those related
to indirect discrimination under the existing Pakistani legal framework. Under Pakistani law,
there is no extensive legislation on agisci mi nat i on. Rat her , Afequal.i
Article 25 of the Constitution of Pakistan 1973. This constitutional freedom, despite being
openended, provideprotection mainly against direct discrimination, and not as much against
indirect discriminatbn Indirect discrimination is a legal concept that was largely developed
and advanced through the international human rights framework, especially ththmugh
Convention on Elimination of All Forms of Discrimination against Women CEDAW).
Therefore, thdegal concept of indirect discrimination in Pakistan is largely based on these
internationalcommitments The lack of development of this legal concept in the domestic
framework makes it difficult to establish both as a legal concept and as part ofgebdsis.

With deployment of algorithmic decisiemaking ths may prove to be extremely problematic

as such decision making carries high potential to discriminate indirectly by way of proxy, thus

warranting an amendment in the existing interpretation ofidignation under Pakistani laf¥.

%0 Supra note 74, p. 8.

91 KSI with Cecil Abungu.

92 1bid.

93 KSI with MeVitae.

94 Theoretically, it would be reasonable to interpret Article 25 to include both direct and indirect discrimination.
However, in practise naish jurisprudence exists to substantiate the claim to indirect discrimination.

% The development and enforcement of the concept of indirect discrimination remains murky in Pakistan.
Arguably different provisions in the legal and polfcgmework, including quotas for women, reserved seats for
minorities, etc, are indicative of the State's recognition of indirect discrimination at the least. However, substantive
strides in localising the legal concept of indirect discrimination are lgdkithe Pakistani framework.
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International Best Practises toMitigate Algorithmic Bias - So far!

Globally, many policyand ethics initiatives have surfaced offering guidelines for minimising bias
throughout the lifecycle of the Al byarious stakeholders in the private sector, professional
organisations, civil society, intergovernmental and-gonernmental organisations, research institutes,

et c. Such initiati wesnehav e ge mmnesd eaboaingdberausdéh e A
possibility of discrimination via intelligenand datadriven algorithms is a hard fact that is largely
acknowledged by the different st akehoWwhttenus .

be doné °¢ some guidelines have explicitltased that strategies for new technologies must be reviewed
and updated over time to keep up with the evolution of technology and knowledge thBredhere

Ho w

is good news. The numer ous g uiwhamuisthbedotewbthee 6r have

same or considerably similar solutions, igniting hope that this is not a cause without solutions.

Methodology of Analysis

For our analysis, we have focused only on the documents that take a tigimsbasedapproach to

the Al challenges or considéuman rights more than just in passing. It must be noted that at the
intergovernmental level, even though direct reference is made to the protection of fundamental rights,
the human rights approach is actually an etb&sed approaéhand not alegal rights-based
approach? This means the standards that are being set globally at the moment are not legally binding,
but carry only an ethical force and exist for the purpose of guidancé®alyd private technology
companies have been entrusted with tdek of selregulation®® However, at the same time, the

guidelines also recognise that many fiethical o

% This was also highlighted during our KSI with MeVitae.

l ndependent High Level Expert Group on Artificial
European Commission, 2019)

% An approach that considepsinciples such as fairness, transparency etc. in light of ethical theories such as
deontological, teleological, and virtdbased ethics. Such a framework is not legally binding and lacks legal
accountability.

% An approach that is aligned with the binglinamework of human rights as enshrined under the Constitution of
Pakistan 1973 and the International Human Rights Law.

100 Categorically noted in the Ethics Guidelines for Trustworthy Al by Al HLEG, European Commission. See:
Supra note 97.

101 European Comrssion, 'COMMUNICATION FROM THE COMMISSION TO THE EUROPEAN
PARLIAMENT, THE EUROPEAN COUNCIL, THE COUNCIL, THE EUROPEAN ECONOMIC AND
SOCIAL COMMITTEE AND THE COMMITTEE OF THE REGIONS, Artificial Intelligence for Europe
(SWD(2018) 137, 25 April 2018) htps://eurlex.europa.eu/legal
content/EN/TXT/PDF/?uri=CELEX:52018DC0237&rid=Taccessed 24 June 202.
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recognised in existing law8? Not surprisingly then, this approach has been criticised as asnfiea
techfirms to escape regulatidf?

At the intergovernmental level, we have reviewed and analysed the recommenaatigngelines

set forth in the First Draft of the Recommendation on the Ethics of Artificial Intelligence by
UNESCO!* Recommendation of the Council on Atrtificial Intelligence by OEEDG20 Al
Principlest® Ethics Guidelines for Trustworthy Al by thHeigh-Level Expert Group set up by the

European Commissiof{!

For nongovernmental documents, the Toronto Declaratiompgner by Access Nownd Amnesty
Internationai®® and the Montreal Declaration for a Responsible Development of Atrtificial Intelligence
by the Université de Montré&were reviewed. The Toronto Declaration is the most relevant document
reviewed for this seain as it is the most definitive human rights document thus far on machine learning
technology which places a central focus on the right to equaliiyyon-discrimination. The Toronto
Declaration also supports a legal rightssed approach over an etHizsed approach due to the
universal, flexible, and legally binding framework ioternational human rights lawHRL). This
approach is in alignment with the purpose and approach of this report.

In the following analysis, we have identified common themas ékist in all of the aforementioned
documents. All of the documents followed a similar pattern, categorizing seh#ged themes that
contained subcategories of challenges. Each subcategory had its own principles which explained how
to counter the chinge posed by the particular subcategory. For the purposes of this report, we only
focused on those solutidrased themes that identified the subcategory of algorithmic bias as a
challenge. We analysed the theme in the context of algorithmic bias andedéext various principles

that guided how to circumvent the problem raised by the same and achieve the purpose of the theme. In
our analysis, we have not commented extensively on the viability of any of the themes as we believe

that such a determinationmands multistakeholder participation. However, we do acknowledge the

102 Ad Hoc Expert Group (AHEG) for the Preparation of a Draft text of a Reaardation the Ethics of Artificial

Intelligence Fi6r st draft of the Recommendation on the Ethic
<https://unesdoc.unesco.org/ark:/48223/pfl®IB434 accessed 21 June 2021. See also: Supra note 97.

Ben Wagner, OEthics as an E%aasahpe nifooeIthooRpEpyibiniga?sd oinn : |
EMRE BAYAMLI OJL U aBEING ®ROF&EDAMSteeddns University Press 2018)
<https://www.jstor.org/stable/j.ctvhrd092 3 &ccessed 21 June 2021

104 Supra note 102.

OECD, O6Recommendation of the CD/UEGAL/OM4QO N Artificial |
G20, OMinisterial Statement on Trade and Digital Ecc¢
107 Supra note 97.

Access Now and Amnesty International, 6The Toronto I
®Wyniversit® de Montr®al, O6Montreal Declaration for
(2018).
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commentary which is developing on the practicality of the globally offered solutions, especially in the
context of developing countrié¥’

Whilst reading the common themes, one mustdgmisant of two things; (a) the themes and principles
are indivisible and interdependent; (b) the context in which intelligent algorithmic demsiking is

deployed is important as different situations raise different challenges.

In addition to reviewng nonbinding guidelines, we have also reviewed recent landmark legal
developments that have been made in the EU that highlight the EU's efforts to bring Al within legal
regulation, such as the General Data Protection Regul@@b#R) and the recenProposalfor a
Regulation of The European Parliament and The Council Laying Down Harmonised Rules on Atrtificial

Intelligence (Artificial Intelligence Act) and Amending Certain Union Legislative Acts.

Intergovernmental & Non-governmental Reommendations and Guidelines

1. Fairness & Non-Discrimination

QUALITY AND

INTEGRITY OF
COLLECTION OF DATA OVERSIGHT
SENSITIVE DATA MECHANISMS
PROTECTED THROUGHOUT THE
CHARACTERISTICS AIS LIFECYCLE
RESPECT FOR REPRESENTATIVE
SOCIAL JUSTICE & OPEN DATA SETS
THE RULE OF LAW AND ALGORITHMS
AVOIDANCE OF DIVERSE HIRING

UNFAIR BIAS

This principle is the basic foundation that enables all the other solutions to bring about algorithmic

fairness and to remove social inequalities and discrimin&tidme cornerstone of this principle is to

uplift the rule of law and promote social justice. This can be done by ensuring that AIS do not reinforce
historical or socially constructed biases that can lead to the discrimination of protected groups and
characterists!'? This is especially important as AlS tends to impact such groups and characteristics

more than other83 This principle places Al developers under a soft obligation to consider ways to

avoid unfair biases in the entire lifecycle of the AYS.

110 Cecil Abungu, 'Algorithmic Decisioiaking and Discrimination in Developing Countries', forthcoming
(2022) 13 Case Western Reserve Jourhabw, Technology & the Internet.

11 Supra note 102, p.7; Supra note 105, p. 7; Supra note 106, p. 11; Supra note 109, p.13.

11235uch as racial and ethnic groups, gender, age, religion etc.

113 Supra note 108, p.5.

14 Supra note 97, p.6; Supra note 105, p. 11; Supra note 106, p. 4.

27



Thereare a number of solutions that have been put forth in the intergovernmental aya/eommental
documents that can help achieve fairness anedisamimination. One of the ways is by placing legal
safeguards on the collection and use of sensitive dater ulada protection legislatio®S.Not only

does this lead to more trustworthy Al, but the right to privacy also overlaps with right to equality and
nondiscrimination here because Al developers are guided to remove identifiable and discriminatory
biasesm the data collection phas®&.Therefore, the quality and integrity of the data collected is made

an essential requirement as it can greatly impact the performance of tHé A¢Such, the data must

be representative, and should not be ridden with $pciahstructed biases before the algorithm is even
trained on the dataset. However, avoidance of bias has to be tested and documented at every stage of
the Al development such as planning, training, testing and deploythdémtorder to collect more
repregntative data, the guidelines support the development of common algorithms and accessibility to

open datasets to expand their use as a socially equitable obj&ttive.

The guidelines also recognise that bias cannot just enter the AIS through data, bluriatpdhe
programming phase whereby people developing the AIS may bring in their own biases while designing

the algorithmt?° In order to minimise bias in the modelling phase, the guidelines recommend against

any homogenisation of opinions or practi¢é&sand encourage Al developers to hire people from

diverse backgrounds and make their opinions more inclusive in the Al development frotesther
solution is to put in place oversight mechani sr

requirenents, and decisions in a clear and transparent mé&iiner.

2. Transparency & Explainability

HUMAN AGENCY

EXPLAINABILITY
ACCESSABILITY TO (INTELLIGENCE &
CODE UNDERSTANDABLE)
TRACEABILITY &
AUDITABILITY
JUSTIFIABLE TRACEABILITY &
DECISIONS AUDITABILITY
VERIFICATION PROPORTIONALITY

OF AI PROCESS

115 Supra note 97, p. 17; Supra note 106, p. 3; Supra note 108, p. 7.
118 Supra note 97, p. 17.

117 bid.

118 |pid.

119 Supra note 105, p. 8; Supra note 106,3.Supranote 109, p. 13.
120 Supra nte 97, p. 36; Supra note 108 p. 6.

121 Supra note 109, d.4.

1225upra note 97, p.18; Supra note 109, p.14.

123 Supra note 97, p.15.

28



Under automated decisiana ki ng t hrough Al , decisions made ca

life, reputation etc. As there is a very real possibility that the decision can unfairly discriminate against
the person or the sensitive aspects of thedr §tich decisiemaking should be transparent.

Transparency is an umbrella term that containsnseanings in the context of algorithmic decision

making through Als, and all meanings are interdependent. Firstly, transparency means that the decision
making should be intelligible to the creators of tH& As well as those who have been impacted by the
automateetiecision. More often than not, computer scientists and mathematicians are the ones who can
comprehend and understand the codes, the data, and the factors that determine an outcome. However,
under self-learning systems, it can be difficult even for computer scientists and mathematicians to
understand why an AIS made the decision that it made. Intelligibility also means that the Al decision
making process is to be made transparent to the usersangaalge that they can comprehend and
understand. Therefore, the guidance for overcoming this issue is to make the draldiog process

more intelligible, which overlaps with the next recommendation; traceability.

Intelligibility is necessary to fostéraceability of the automated decision that is made in the event that
the decision is challenged. For this reason, it is recommended that Al developers make the AIS more
transparent in a manner that is proportionate to the context in which the AISdgetkpb that its
decisions can be explained and justified to the impacted people, such as by explaining the inputs, the
outputs, the most important factors and parameters that shaped the decision, and the limitations of the
AIS. Justifiability also include accessibility of algorithms by public authorities and relevant
stakeholders for the purposes of verification and control, unless where the algorithm has the potential

to be misused or to impose serious danger.

Transparency is achieved by documentinghegarocess of the Al development such as, among other
things, data gathering and labelling, and development of the algorithm so that the black box can be

opened and the flaw in the decisioraking process can be located efficiently.

Moreover, to enable gople to challenge the decisions, human agency must be paramount; while
interacting with an AIS, people must be informed that they are not interacting with a human being, and
they must be given appropriate tools to comprehend and interact with AlS. Thielpathem self

assess outcomes, and effectively challenge the same. By creating such a mechanism, we can enable
both the right to information as well as the right of appeal and redress. Therefore, the need for

appropriate transparency is crucial for suecessful achievement of accountability.
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3. Accountability

IMPACT
ASSESSMENTS
Al AUDITS
HUMAN LIABILITY REPORTING
NEGATIVE
IMPACTS
RIGHT TO
REDRESS

One of the most important requirements of this theme is that only human beings can be held accountable
or liable for the decisions made by an AIS. As such, only the Al actors aresésp@nd accountable

for the proper functioning of the AIS based on their roles and context. This is a fair solution as the threat
of liability will place the Al developers under a greater burden to develop a system that does not impact
human beings uniidy.

Although it is not entirely clear if the guidelines recommend accountability through judicial
mechanisms, they offer guidance on how accountability can be achieved through otheligian

means. This includes auditability of the AIS (whetheeiinally or externally), human oversight

t hroughout the Al S6s |lifecycl e, identifying, a ¢
negative impacts of AlS. This is necessary especially for those who may be indirectly impacted by the
performance of aAlS. Where any negative impacts are identified or if they materialise, they are to be
reported to those who have been impacted. In this regard, human rights impact assessments are

becoming an important part of the current discourse on trustworthy amhsésp Al.

4. Human-centric & human control

HUMAN VALUES &
FUNDAMENTAL
RIGHTS

HUMAN OVERSIGHT
& CONTROL

HUMAN AGENCY

There is a large consensus among the many stakeholders of Al that all Al technology must promote and
respect human values, human autonomy and agency, democracy, rule of law, fundamental freedoms,

and social justice. This theme is made central to all Adejiries as this is what ought to create AIS
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that is more trustworthy and responsible. For AIS to be more hgerric then, we need to increase
human involvement throughout the | ifecycle of t
within human control. Governance mechanisms through approaches such asiintimegdaop,
humanontheloop, and humain-command can be established to retain human cditidhat these
approaches mean is a task for the Al experts to determine by demonstoatisigch approaches can

be implemented and to what extent. However, one thing that this definitely means in the context of
automated decisiemaking is that capacity must be created to enable a human being as the final

decision maket?®

5. Diversity & Inclusion

AVOIDANCE OF
UNFAIR BIAS
INCLUSIVITY

SOCIAL & FAIRNESS
CULTURAL
DIVERSITY

DIVERSITY IN
HIRING

One of the most important ways to avoid algorithmic bias is by increasing diversity and inclusion
throughout the lifecycle of the AIS; diversity in society must be reflected in the AIS through inclusion
of diverse opinions and practises from the manatgorithms are conceived till the very deployment

of the AIS. This can be achieved by hiring people from diverse backgrounds. As algorithmic decision
making, as well as the broader Al challenge, is at its heart atsentinological problent® this theme
attempts to deal with the issue of bias and discrimination at its root. This is considered to be a key
component for protecting and upholding the right to equality anebismnimination!?’ as it can avoid

unfair bias'?®

124 Supra note 97, p. 16.

125 pid.

26 Mi crosoft 6Responsi bl e A MicroBof)i <htps:/jpvvensicrosbfr.conmen Mi cr o s
us/ai/responsiblai> accessed 22 June 2021.

27 Supra note 108, p. 6.

128Supra note 97, p. 18.
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6. Safety & Security

RISKS & IMPACT
ASSESSMENT

TESTING
ACCURACY &
LIMITATIONS
PREVENTION OF
HARM
RELIABILITY RESTRICTION OF
OPEN ACCESS TO

ALGORITHMS

Thetheme aims to prevent any homogenisation of society through standardisation of behaviour and
opinions!?® Through inclusion and diversity of underrepresented and marginalised groups, and other
diverse groups can actively participate and meaningfully cantéiduring the design, development,
deployment and use of the AIS to ensure that the systems arerégipesting This theme is closely
connected with the theme of fairness as diversity and inclusion also mean that equal treatment must be

afforded to # diverse groups, and equal access must be granted through inclusivettlesign.

The underlying aim of safety and security is the principlere¥ention of harnto develop systems that
are more reliable and trustworthf.Any AIS must prevent harm and behave in a manner that it was

intended to. Such an approach is meant to minimise unintended and unexpected harms from AlS.

The implementation of this approach is largely dependent on rigorous testing, risk assessments,
audting, and preelease trials etc. in controlled environments to facilitate an agile transition from the
researchand development R&D) phase to the deployment phaeSuch testing can assist in the

identification of deliberate or inadvertent biases which can then be quantified and mitigated.

Such approaches can also aid in determining the ability of the AIS to accurately make predictions or
judgementsind decisions @r a range of inputs in a range of situatitfi#n the event that occasional
inaccurate predictions cannot be avoided, the likelihood of the occurrence of such errors must be made

known as limitations of the AIS®

129 Supra note 109, p. 14.
130 Supra note 108, p. 6.
BlSupra note 97, p. 12.
132 | bid, p.16.

133 Supra note 105, p. 9.
B4 Supra note 97, p. 17
135 Supra note 108, p. 9.
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Private techr-companies

As no regulatoy framework for Al exsts at state or international level yet, the tg@nts have
formulated their own internal ethics policies for Al. The nature of these policies iegelatory;
something that is also supported by the European Commission foméheding'*® Although there are
common themes among the policies of the {gielmts, what a particular theme means to a tech firm is
dictated by the personal values of that firm. There is no uniformity in their definitions, however,
broadly, all hope to dndeve the same goal of creating responsible Al. Some definitions are broad and
vague, while others place the firms under strict ethical expectations.

We reviewed the policies of Goodf€, IBM,*® Microsoft*® and Tencent® in the context of
algorithmic bias and discrimination, and the common themes among them in that context were
fairness**! reliability andsafety'*? privacy,**®transparency** accountability**> and ahumancentric
approach'*® These themes are not only comntmtween the internal policies of the tegints, but

they are also common with the inigovernmental and negovernmental guidelines that were analysed

in the previous section.

Some uncommon themes among the-giaits that are common with the irg@vernmental and nen

governmental guidelines airgclusiveness$®’ socially beneficial A8 andvalue alignment*®

Legal Efforts to Regulate Al

1. EU6s Gener al Data Protection Regulati on

As highlighted earlier, an overlap exists between data privacy and data bias when it comes to the
collectionanduseof data. This overlap has explicitly been dealt with in the GDPR. This is the EU's

most decisive effort to legally protect users and thersonal data consistently all across the EU, but

136 Supra note 101.

B"Googl e, & OuGoogk A)i<intpsi//@.gosgteMriniples/accesed 22 June 2021.

B8 BM, O6Al Et hi c Bttps:/NwiwsbmIamaeifici2iftedlitence/sthics accessed 22 June 2021.
¥ Mi crosoft 6Responsi bl e AlMicrdzof)i ahtps:puwe.sicrofoft.apmmen Mi cr 0 s ¢
us/ai/responsiblai> accessed 22 June 2021.

“Tencent , O0AARCCO: Anr €it hii ciad | Ripsa/memis.iord EidHacdessed
22 June 2021.

41 Supra note 137; Supra note 138; Supra note 139; Supra note 140.

142 Supra note 137; Supra note 139; Supra note 140.

143 Supra note 141.

144 bid.

145 Supra note 137; Supra note 138; Supra note 139.

146 Supra note 141.

147 Supra note 139.

48 Supra note 137.

9 Supra note 138.
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its impact has also crossed bordé?§.he GDPR is largely opeended as it aims to keep up with the
everchanging nature of technology, and the legislation has been promulgated to respect and protect
fundanental freedoms, especially the right to privaty.

The GDPR has made it to the list of the international best practises in this report as it has brought some
of the af cethieabeptri oaceég@gl@®s t o a | egalegaflydealtwitmg. Fir
automated decisiemaking under Article 22, Section 4 [Rights of the Data Subject], GDPR:

Automated Individual Decision Making, including
profiling

AThe data subject shall
a decision based solely aatomated processing,
including profiling, which produces legal effects
concerning him or her or similarly significantly affects
him or her. o

Specific guidelines onmédkhubhgmanedpi odi Vi dgal hdee
adopted by the Article 29 Data Protection Working Party on the Protection of Individuals with regard

to Processing of Personal DataAccording to the guidelines, this provision is interpreted as there
being a general prohibition on automated decisionimgaikistead of a right that has to be invoked by
individuals. This is so that individuals can automatically be protected from the potential effects of such
processing®3 However, if the processing falls under the exceptions listed in Article 22(2), then Article
22(3) is triggered which requires that there be safeguards where processing is done in accordance with
Article 22(2). The safeguards include tfight to be inforned (such as meaningful information about

the logic involved, as well as the significance and envisaged consequences for the datargyliject),

to obtain human interventicand theight to challenge the decisidff The guidelines have also defined

the citeria for ensuring how these rights are to be given effect. The three safeguards are equivalent to
the ethical principles of transparency and explainability, human control, and accountability discussed

in an earlier section.

150 The legislation applies to all businesses that interadbdousiness with EU Citizens. Moreover, there is also

a persuasive transnational impact of the legislation. For instance, in Pakistan, the Data & Privacy Protection
Procedures (DP3) for the Punjab Safe Cities Authority claim to be in line with the GDP&679 of the
European Union.

1 GDPR Atrticle 1(2); Recitals 1, 2 & 4.

152\WpP251/2017 last revised 2018: <https://ec.europa.eu/newsroom/article29/item

detail.cfm?iem_id=612053

153 |bid, p.20.

154 | bid.
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Apart from this, the WorkindParty has also identified other general provisions that also apply in the
context of automated decisionaking, such atawful, fair and transparent®® accuracy!*® right to
object'®” which are also very reminiscent of tb#hical principles discussed eét.

Although there is some criticism about both the GDPR as a whole and Article 22 in $pdaific

analysis beyond the scope of this report), we consider the legal recognition of automated-decision
making and profiling and general prohibition of tlae® as a step in the right direction as it has legally
concretised principles that, according to global discourse, reside in the ethics realm. Moreover, it also
adds some certainty whatmashbe dober dayd s diosmeathgggan chrat o n

definitely be done!

2. Proposalfor a Regulation of The European Parliament and The Council Laying Down
Harmonised Rules on Atrtificial Intelligence (Artificial Intelligence Act) and Amending

Certain Union Legislative Acts.

In April 2021, theEuropean Commission put forward a draft proposal for the legal regulation‘®f Al.

The proposal lays down a legal and regulatory framework to enable development of AIS that Europeans
can trust. It addresses the concerns of EU stakeholders that legislative gaps exist in the EU to regulate
Al and the need to either amend existing lawsreate new legislation. In addition, the proposal is also

a response to the consistent calls from the European Parliament and European Council to create a legal
and regulatory ecosystem for Al so that risks and benefits of Al can be addressed at tHevdhion

and thewell-functioning of the internal market can be ensured.

This recent development addresses numerous risks of Al, including algorithmic discrimination. One of
the key objectives of the proposal is to address opacity, bias, unpredictartuiljjpaially autonomous
behaviour of certain AI$°In response to the consensus among the stakeholders to define Al narrowly

and precisely, t he p rporpooosfad dheafsi npirtoi voind eodf - aA I A, f uatr

155 Article 5(1) (a) GDPR.

156 Article 5(1) (d) GDPR.

157 Article 21 GDPR.

For a thorough impact of the GDPR on Al, see: Giovarl
Protection Regulation (GDPR) on Artificia | nt el | i gence: Studyd (European Pal
<http://www.europarl.europa.eu/RegData/etudes/STUD/2020/641530/EPRS_STU(2020)641530> EN.pdf

accessed 21 June 2021

European Commi ssion, 6Proposal for a REGULATI ON OF T
COUNCIL LAYING DOWN HARMONISED RULES ON ARTIFICIAL INTELLIGENCE (ARTIFICIAL
INTELLIGENCE ACT) AND AMENDING CERTAIN UNION LEGISLATIVE ACTS COM(2021)26 Fi nal o
<https://euflex.europa.eu/resource.html?uri=cellar:e0649#3%211e9585
0laa75ed71a1.0001.02/DOC_1&format=P{decessed 6 July 2021.

1601bid, p.2.
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based approach has been miriMard to categorise AIS based on the risk they pose. Risk categories

include:

(a) Unacceptable Risk:AlS that clearly threaten the livelihood of people have been proposed to
be banned. This includes AI'S that meemwipul at e
such as toys with voice assistance encouraging dangerous behaviour among minors, live
biometric identification systems in publicly accessible spaces and social scoring by

governments®!

(b) High Risk: AIS that pose a high risk are proposed to béesitbo strict obligations before they
can be put on the market. Obligations include risk assessments and mitigation systems, high
quality data sets, logging of activity to ensure traceability, clear and adequate information,
human oversight, high levellsastness, security and accuracy. A key development in this group
is the classification of all remote biometric identification as high risk AIS due to their potential
to violate fundamental rights, particularly human dignity, privacy, protection of perdatzal
and nondiscrimination. Therefore, their use is prohibited, with a few narrow exceptions.
Examples of high risk AIS include scoring of exams,-§rting softwares for recruitment,
credit scoring for loans, among othé&fts.

(c) Limited Risk: Due to the Iinited risk they pose, the draft regulation proposes that such AIS be
subject to specific transparency obligations. For instance, if a user is interacting with a chat bot,
then they should be made aware that they are not interacting with a human sq that¢hbe
opportunity to decide whether to continue or step Btck.

(d) Minimal Risk: As the risk posed by such AIS is only minimal, such as spam filters, they are

proposed to not be regulated as they do not threaten the rights and saifét o

The draft regulation is pending review and approval of the European Parliament. Once approved, the
regulation will be adopted by the European Parliament and the Member States, and will become directly

applicable across the E€.

¥ 6 New Rul es for Artiif i Q&&k 0 Euldogedane | Camgissipe e
<https://ec.europa.eu/commission/presscorner/detail/en/QANDA_21>1gg®ssed 6 July 2021.

28 Europe Fit for the Di giEtrgpéan Gogmissionfuropean iCarimassion | nt el |
<https://ec.europa.eu/commission/presscorner/detail/en/ip_21>Hi®2ssed 6 July 2021.

163 1bid.

164 | bid.

165 | pid.
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